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ABSTRACT 
Biotelemetry based on the Internet of Things (IoT) and artificial intelligence (AI) is revolutionizing 

predictive health monitoring by making it possible to collect, analyze and diagnose physiological 

data in real time. With the use of ESP32 microcontrollers for effective data processing and 

RedTacton technology for secure data transmission, this study presents an AI-powered predictive 

health monitoring system. The system uses integrated biological sensors to continually monitor vital 

signs, such as blood glucose, heart rate, SpO₂, ECG, body temperature and stress levels. For remote 

analysis and visualization, sensor data is securely transmitted to an IoT cloud platform using 

RedTacton-based human body connection. Based on comparison, RedTacton outperforms 

Bluetooth, NFC and RF-based networks in terms of power efficiency, security and dependability. 

With its inexpensive cost and integrated wireless connectivity, the ESP32 microcontroller also 

shows to be a better option than gadgets like the Raspberry Pi Pico W and STM32F4. Support Vector 

Machines (SVM) for stress analysis, Convolutional Neural Networks (CNN) for ECG classification, 

Random Forest for glucose prediction and Long Short-Term Memory (LSTM) networks for 

anomaly detection are some of the machine learning models that are integrated into the AI 

framework. Prompt alarm generating and real-time anomaly identification are guaranteed via a 

Python-based solution. By demonstrating lower Mean Absolute Error (MAE) and Root Mean 

Square Error (RMSE), experimental validation versus the ESP8266 demonstrates the efficacy of the 

ESP32. The system incorporates advanced security features like multi-factor authentication (MFA), 

AES-256 encryption and tamper-proof enclosures to mitigate cybersecurity threats. 
 

Keywords: Biotelemetry; RedTacton communication; IoT-based health monitoring; Biomedical 

sensors; AI predictive analytics 
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The combination of artificial intelligence (AI) and the Internet of Things (IoT) has revolutionized 

healthcare in the age of pervasive connection, especially with regard to biotelemetry devices that allow 

for remote diagnosis and real-time monitoring. RedTacton, created by NTT (Nippon Telegraph and 

Telephone Corporation), is a ground-breaking technology in this field. It uses the human body as a safe, 

fast transmission medium, introducing a new paradigm in human area networking (HAN). When a user 

makes touch with a gadget, RedTacton communication begins, creating an immediate transmission 

channel across the body. By using the electro-optic field sensor principle, RedTacton achieves secure 

and interference-free communication over the skin's surface, in contrast to conventional wireless 

technologies like Bluetooth, NFC, or Wi-Fi, which rely on over-the-air transmission and are vulnerable 

to interference and security flaws. "RedTacton" combines the terms "Tacton," which describes touch-

based contact and "Red," which is a culturally significant hue in Japan that represents warmth and 

energy.   
 

This invention has significant benefits for wearable technology and healthcare. Body-based 

communication made possible by RedTacton facilitates the safe transfer of private medical information, 

which is essential for intelligent healthcare settings. It can help with the real-time collection and analysis 

of critical physiological signals like blood glucose levels, temperature, stress, SpO₂ and ECG when 

combined with IoT-enabled biotelemetry devices. By enabling continuous remote patient monitoring 

via sensor networks, commonly known as Body Area Networks (BANs), biotelemetry is transforming 

medicine itself. These systems can be deployed externally or through implanted devices that use 

external power or embedded batteries to wirelessly communicate physiological data.  
 

Particularly in critical care, post-operative monitoring and chronic illness management, wireless 

biotelemetry offers notable benefits in patient comfort, mobility and monitoring flexibility as compared 

to conventional cable systems. This study suggests a RedTacton-based biotelemetry system driven by 

artificial intelligence that securely sends real-time physiological data to a cloud platform via ESP32 

microcontrollers. It uses cutting-edge machine learning models to analyze health in real time and 

produce alerts for prompt action. The suggested method offers a convincing development for next-

generation biological monitoring by emphasizing improved security, dependability and energy 

efficiency. 
 

2. Literature Survey 

The transformation of real-time health monitoring, predictive diagnostics and remote patient 

management in the healthcare sector is possible through the introduction of Body Area Networks, 

Artificial Intelligence and the Internet of Things. This literature review provides a critical analysis of 

23 selected papers, which were categorized according to their contributions to biotelemetry, AI-assisted 

healthcare, BANs and emerging biomedical applications. The concept of body-coupled 

communications (BCC) was suggested for the first time by [23] at Massachusetts Institute of 

Technology, also known as MIT. The initial aim was to develop location sensors, but in the course of 

their research, intra-body communication was discovered. Around the same time, Sony Labs began 

developing prototypes that included wearable keys; however, these were never pursued further because 

the technology had not developed sufficiently to sustain enthusiasm. [23] was later proven wrong in 

that he had claimed body-coupled communication reached speeds only up to 852 Kb/s. 
 

The year 2004 saw the introduction of RedTacton, electro-optically implementing BCC. This 

implementation demonstrated human skin as a transmission medium with speeds up to 10 Mb/s. At the 

same time, working video signals sent through the human body by NTT broadened the spectrum of 

possible uses of BCC. In parallel, a low-power implementation, named Skinplex, was developed, 

focusing foremost on security and user authentication applications. 
 

A quasi-field-sensing transceiver was then introduced for intra-body communication by [19]. Their 

device was based on an electric-field sensor composed of laser light and an electro-optic crystal to 

realize IEEE 802.3 half-duplex communication at 10 Mb/s at distances up to 150 cm. The system was 

able to maintain an astonishingly low packet error rate of 0.04% for packets of 1070 octets, showing 

that reliable intra-body data transmission can be made. 
 



In 2008, [18] presented a thorough study of body-coupled communications examining the effects of 

body motion, electrode placement and design on signal-oriented propagation loss. Their findings make 

it clear that improved design of electrodes is crucial for the reliability and effectiveness of 

communication in a body area network. 
 

Wireless biotelemetry is basic for personal medication and distant health evaluation. The implantable 

Brain-Machine Interface (BMI) was greatly improved by [2] through the introduction of a wireless 

neural recording device with ultra-wideband (UWB) transmitter. Wearable keys were introduced first 

in [17, 21]. BAN was used to demonstrate secure authentication principles. 
 

While disease investigation with the aim of early diagnosis was reviewed by [13] that focused on 

wearable AI-based predictive health monitoring, [9] provided human area networking for real-time 

patient monitoring imbibed with Biotelemetry and cloud-based analytics. [4] focused on individual 

treatments for chronic illnesses in their assessment of modern approaches toward digital health and 

Biotelemetry. 
 

By developing a tiny implantable antenna meant for bio-telemetry in the MICS band, [10] contributed 

to the initiation of biotelemetry by creating a wireless communication scheme that benefits implanted 

medical devices [1]. The monitoring system used flexible triboelectric sensors with IoT integration for 

real-time data transfer, according to [12]. That is to say, their merger opens the door to a new performant 

way of healthcare service delivery such as predictive analytics and smart monitoring. 
 

[21] examined AI-based remote patient monitoring systems and displayed how this influence 

personalized treatment. On the other hand, [6] upgraded bioelectronic sensor nodes for the Internet of 

Bodies (IoB) to progress AI-based diagnostics further. In their comprehensive assessment of 

convergence of IoT and AI for healthcare, [3] have stated that these technologies can dramatically alter 

predictive diagnosis and real-time monitoring of patients.  
 

Essential design considerations for health implants have been established by [14], who have provided 

a wide-ranging review of different implantable antennas with biomedical applications. To counter the 

threat of cybersecurity in medical networks, Qi introduced a multi-level ML approach for IoT based 

health monitoring [16].  
 

The operation of dual-band radio frequency communication between the implantable antennas and the 

mounted antennas on the body was studied by [8] for optimal signal transmission for the applications 

of biotelemetry. AI has a role in biomedical engineering by developing energy-efficient healthcare 

solutions as well as the patient monitoring itself. 
 

The proof of applicability of AI-assisted optimization for multiphase fuel cell analysis in biomedical 

energy applications was presented by [7]. [15] demonstrated the use of AI-influenced thermoconformed 

improvements for indirect support for sustainable biomedical power solutions on investigating the 

integration of geothermal energy with transcritical organic Rankine cycles [15]. [20] did an extensive 

assessment of other AI applications in microgrid integration and were able to demonstrate applications 

in supporting hybrid renewable systems for healthcare facilities [20]. 
 

With the combination of IoT, AI and BANs continuing to redefine personalized medicine, the literature 

review presents an in-depth survey on BANs, biotelemetry, AI-driven healthcare systems and other 

novel biomedical technologies emerging. The studies highlight major advances in real-time health 

monitoring, human communication with the body and AI-supported diagnosis. Future research would 

focus on augmented security, efficiency and scalability in the healthcare system. 

 
3. System Architecture 

The diagram in the figure shows the proposed block diagram for RedTacton-based AI-assisted 

biotelemetry of Human Area Networking. The two main components of the systems are transmitter 

and receiver. This system uses the human body as a secure transmission medium for biological data 

transfer when other wireless technologies have reached their limits. On the transmitter side, real-time 

patient health parameter data are recorded and sent to the reception side through the body. The data 



transmitted are detected by the RedTacton receiver that allows for real-time processing and 

monitoring.   

 

The smart healthcare proposed materials here bring forth the fusion of the new with the old. The IoT 

is thus heralded as a network of linked devices that communicate with each other and the cloud. The 

arrival of IoT has changed the digital connectivity paradigm to monitor activities in real-time, carry 

out automation and establish an interface for improving continuity between people, processes and 

smart devices. Employing low-cost computing, cloud storage, big data analytics and AI-driven 

insights, conveying the essence of the IoT lies in connecting the physical to the digital world, enabling 

you to support advanced healthcare with minimal human intervention. 

 

The Transmitter Module integrated in this system hosts a couple of biomedical sensors, including 

MAX30102 (for monitoring heart rate), NONIN SpO₂ Sensor (Oxygen level analysis) and DEXCOM 

G6/G7 (monitoring glucose levels). ESP32 WiFi module that inputs collected data from these sensors 

for processing is integrated into this module or nodal. A 0.96-inch I2C OLED display is provided to 

visualize real-time health parameters. The supply works with a 5-volt DC to linked RedTacton 

transmitter for communicating using body-based methods.  

 

A Redacton-based receiver presents the data received whose analysis takes place on the display 

monitor. To maintain this equilibrium, proper common grounds between transmitter and receiver 

sections act together keeping the integrity and stability of data signals. Thus, the marriage of AI with 

IoT-based Biotelemetry becomes a quintessential system ushering in a digitally modified monitoring 

paradigm, intuitive prediction analytics and steered medical decisions. The safe and contact-based 

communication under RedTacton technology again ensures reliable data transfer, making it very useful 

for remote interventions and advanced medical care. 

 
                            

Figure 1: Proposed Model  

 

4. Working Principle of Redtacton 

This RedTacton technology utilizes the human body as a transmission channel for wireless 

biotelemetry. RedTacton enables instant data transfer through direct body transmitter-sensor contact, 

something that is not achievable with conventional wireless communication techniques. All this has 

been merged with the ESP32 WiFi Module which also comprises of some of the key biological sensors, 

including DEXCOM G6/G7 glucose sensor, NONIN SpO₂ sensor for monitoring the oxygen levels, as 

well as the MAX30102 heart rate sensor.   
 

The ESP32 module is connected to a 0.96-inch I2C OLED Display, which facilitates real-time 

illustration of sensor data. Once the individual touches the sensor, their heart rate, saturation of oxygen 

and blood sugar are displayed immediately on the screen and remotely via a web dashboard or mobile. 
 



The AI health assessment framework is continuously running in the background for real-time 

monitoring. The AI algorithm classifies the situation as dangerous if a notable deviation in health 

metrics is seen, for instance, an unusually high heart rate. For instance, if a person's heart rate exceeds 

120 beats, the alert notifies the patient or his/her relatives to take immediate action.  
 

If the glucose or oxygen levels are abnormal, likewise a warning is raised so as to enable pre-emptive 

health care. A number of indications have been provided so as to ground any unwanted electrical 

signals, or noise, on the receiving end to prevent interference and generally allow for accurate data 

transmission. In contrast, it is useful where sometimes there are few medical facilities in rural areas. 

Connecting remote areas to modern healthcare systems through the Internet of Things (IoT) and 

Artificial Intelligence (AI), the system sends instant health alerts to patients in remote areas, requiring 

less repeated trips to hospitals and early identification of a health risk. Noble advancement in digital 

health, this technology allows for real-time monitoring, AI-fueled projections and phone system 

integration for improved patient care and better access to care. 

 

Table 1. Experimental Table 
 

Exhibit Parameter Past Data 

(Avg Value) 

New Data 

(Real-Time) 

AI Prediction Risk Level 

Heart Rate (bpm) 72-90 120 High Anomaly Critical 

Oxygen Level (%) 97-100 95 Normal Safe 

Stress Level (GSR) 0.2-0.5 0.8 High Stress Caution 

 

 
 

Figure 2: Flow Chart of the Proposed Model 

 

5. Results and Discussion 
Biotelemetry System Performance 

The biotelemetry system under testing is depicted in Figure 3. Real-time data will be collected and 

displayed on the receiver element via a RedTacton transmitter and receiver using the human body as 

the transmission medium. In this particular case, only a man's pulse has been displayed. The heart rate 

sensor, along with the sensor module comprising the integrated input pins, will supply data to the 

module. The display will show the output. 
 



  

Figure 3: Real-Time Pulse Monitoring Result Using RedTacton-Based Biotelemetry System 
 

On allowance of physical exertion, the sensor captures a variation in the pulse. Up to exertion, the 

pulse rate is seen to be 99, which is good. However, following this physical exertion, this pulse 

changes, as seen in the image. 
  

 

Figure 4: Resultant Pulse Monitoring Using Biotelemetry System 
 

As was previously said, we can gather a variety of data points in this way. We understand that this idea 

works well even with just one sensor. It also works well in emergency scenarios where monetization 

prospects are limited by time constraints. After the data is gathered, it is sent to the AI model, which 

evaluates it and notifies the user if the situation is secure. The right steps can be taken in light of this 

realization. 

 
 

Figure 5: AI-Based Output from the Model 

 



AI Model Evaluation and Performance Metrics 

The physiological data gathered during a post-workout monitoring session was used to assess the AI-

powered biotelemetry system. Over the course of 40 minutes, the system continually recorded the 

following parameters: oxygen saturation (%), heart rate (bpm), blood glucose level (mg/dL) and stress 

level (as determined by Galvanic Skin Response, or GSR) at 2-minute intervals.  

 

Table 2. Physiological Parameters Following Exercise and the Accuracy of the Corresponding AI 

Model 
 

Time After 

Workout (min) 

Heart Rate 

(bpm) 

Glucose Level 

(mg/dL) 

Oxygen 

Level (%) 

Stress Level 

(GSR) 

Model Accuracy 

(%) 

0 99 70 100 0.20 94.75 

2 101 71 99.6 0.21 95.90 

4 103 72 99.2 0.23 95.46 

6 105 73 98.8 0.24 95.20 

8 107 74 98.4 0.26 94.31 

10 109 75 98 0.27 94.31 

12 111 76 97.6 0.29 94.12 

14 114 77.5 97 0.31 95.73 

16 116 78.5 96.6 0.32 95.20 

18 118 79.5 96.2 0.34 95.42 

20 120 80.5 95.8 0.35 94.04 

22 122 81.5 95.4 0.37 95.94 

24 124 82.5 95 0.38 95.66 

26 127 84 94.4 0.40 94.42 

28 129 85 94 0.42 94.36 

30 131 86 93.6 0.43 94.37 

32 133 87 93.2 0.45 94.61 

34 135 88 92.8 0.46 95.05 

36 137 89 92.4 0.48 94.86 

38 140 90.5 91.8 0.50 94.58 

    
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Graph of Workout Data Trends (0 to 20 Min) 

 

The collected data and the classification accuracy of the AI models that examine these parameters for 

anomaly detection and health monitoring are summarized in Table 2. With an accuracy range of 

94.04% to 95.94%, the system's dependability in real-time physiological evaluation was demonstrated. 

 

Comparative Analysis of RedTacton vs. Other Technologies 

RedTacton is compared against other communication technologies in terms of data transfer rate, 

security and power efficiency. 



 

Table 3. Comparison Table 
 

Technology 
Data Transfer 

Rate 

Power 

Consumption 

Security 

Level 
Range 

Suitability for 

Biotelemetry 

RedTacton 10 Mbps Very Low Very High Few cm 
Best for secure real-

time monitoring 

Bluetooth 2 Mbps Moderate Medium 10-100m 
Good for wearable 

health monitoring 

NFC 424 Kbps Low High 10 cm 
Too slow for real-time 

monitoring 

WBAN 

(RF) 

Up to 100 

Mbps 
High Low 1-5m 

Better for implants, but 

interference is an issue 
 

Results shown in Table 3 demonstrates that compared to other technologies, this technology surpasses 

hem. We noted, in a previous study, that the data transfer rate was notably good, providing 10 Mbps 

over short distances [4]. However, we also noticed that, although many sensors were used in the 

previous study, we considered this unnecessary. We believe that just oneor two sensors will do. It was 

this idea we have put forward in this paper. That is ESP 32 WiFi Module. It is much cheaper compared 

to the previous one.  

7. Security Framework 

AI-driven biotelemetry systems must protect the integrity and confidentiality of sensitive health data. 

To safeguard patient data while it is being acquired, sent, processed and stored, the suggested system 

incorporates a layered security architecture. The main safeguards for data are described in this section. 
 

Data Encryption and Transmission Security 

All sensor data is encrypted using AES-256 (Advanced Encryption Standard with 256-bit key) before 

being sent from the ESP32 microcontroller to the cloud platform. This guarantees complete defense 

against illegal access and interception. The human body serves as the transmission medium in 

RedTacton-based communication, which further improves physical security because it is naturally 

impervious to outside interference and sniffing. 
 

Authentication and Access Control 

The design includes Multi-Factor Authentication (MFA) for administrators and users to prevent 

unwanted system access. This consists of:  
  

 Logging in using a username and password;  

 Verifying One-Time Passwords (OTPs) by email or mobile device  

 Optional biometric verification for medical personnel    
 

To guarantee that only authorized workers may access patient data and system configurations, user 

roles and permissions are rigorously enforced. User roles and permissions are strictly enforced to 

ensure that only authorized personnel can access patient data and system configurations. 
 

Data Storage and Cloud Security 

Within the cloud infrastructure, all health data is kept in a safe, encrypted database. Secure Sockets 

Layer (SSL) is used by the system for all cloud communication. The backend includes: 
 

 Firewalls 

 Intrusion detection systems (IDS)  

 Data access logs and audit trails  
 

These components work together to ensure continuous monitoring and defense against cyber threats. 



Physical Security Measures 

The system has internal logging to identify physical breaches or unwanted hardware access and it is 

protected by a tamper-proof enclosure to safeguard the hardware components. Additionally, the 

ESP32's inbuilt firmware is encrypted to guard against alteration or reverse engineering. 

 

8. Future Development 
RedTacton is characteristic and interesting among very few technologies available in human area 

networking, with significant novel features that are impressive and have great potential [19]. The 

further development of this technology may lead to a portable appliance to be applied in various things. 

A wireless body area network is also used for biotelemetry. Data transmission can take place through 

the user's clothing, backpack, or shoes. Again, any person with a specific card can open the door by 

just touching the knob or standing in a specific position without pulling the card out. I believe that 

many of the benefits that shall be manifested in the coming years will include a walk-through ticket 

gate, a cabinet for usage to those with the keys and a television control that automatically selects 

preferred programs. In addition, the response provides safety [10]. 
 

This ensures that the cars can only be accessed by the drivers who will touch the doors as the keys 

remain in the pockets [10]. Thus, instead of using open-source frameworks, it is plausible to save a lot 

of money using ASICs (Application Specific Integrated Circuits). Also, we shall add some other 

features. For instance, 
 

 Implement 5G connectivity for faster IoT health data transmission. 

 Optimize energy efficiency for continuous real-time monitoring. 

 

9. Conclusion 
RedTacton technology lays the groundwork for a new generation of user interfaces, based on organic 

human-action systems in the environment, for the first wave of human area networking between body-

centric electronic devices and PCs or other network devices [10, 13]. Such as stepping, walking, 

holding, sitting, or touching a specific location. Bluetooth technology may evolve in future. Cable use 

may be eliminated through this technology. Looking ahead, it is likely that people will only come to 

trust this technology. 
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